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DNS SRV Usage

DNS SRV Usage

This configuration note will help you to add some configuration on the Mitel gateways to contact a
backup server in case of failure with the first one or to do load balancing.
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NOTE: The Mitel unit will keep the DNS responses it has received in cache for the remainder of
the TTL field specified in the DNS response. If you make modifications to your DNS server
configuration and want the Mitel unit to reissue DNS requests before the end of the TTL, you will
need to enter the following command in the CLI or SNMP: Hoc.ClearDnsCachelf any of the SIP
server parameters corresponds to a FQDN that is bound to a SRV record, the corresponding port
must be set to 0 for the unit to perform DNS requests of type SRV (as per RFC 3263). Otherwise,
the unit will not use DNS SRV requests, but will rather use type A requests because it does not need
to have a specified port. We now look at the two types of DNS queries.



DNS SRV ( RFC 2782)

DNS SRV ( RFC 2782)

DNS SRV is an extension of the standard DNS server specification (independent from SIP, as per
RFC 2782). SRV (Service Record) is a type of entry a network administrator may put into the DNS
server. A DNS SRV request is used to get one or more IP addresses of servers, each one having
its own weight, priority and possible port.

Each entry received when using DNS SRV, depending on its weight and priority, can be used as a
primary or backup server or can be part of a load balancing system.

For instance, the client requests the SRV for SIP servers in some domain. The DNS server may
return the A, B, and C addresses, which are all SIP servers. Each address has a weight and the
client must choose one of those three addresses by using an algorithm that considers the weight.

To use DNS SRV, an administrator must set a service records (SRV) into the DNS servers available
on the network.
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Type A Query

If you specify a SIP port for the registrar and proxy, the Mitel unit will issue a type A query. In this
example the requests are sent to server1.media5berlin.com for both the Registrar and Proxy, with
the SIP port being 5060 for both.
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% Servers

Registrar Host: [serverl. mediaSberdin comi 5080 |
Proxy Host: |:-:l'\.'l.-r1-ll-n:-.:l:f-l'.'l:r im, comn: S060 i
Gutbound Proxy Host: [ l

al [ o}
# Frame 205 (B4 bytes on wire, B4 bytes captured)

= Ethernet II, srec: 00:90:f8:02:fFf:35 (00:90:8:02:ff:35), Dst: 00:0c:29:d5:8d:78 (00:0c
# Internet Protocol, Src: 192.168.120.12 (192.168.120.12), Dst: 192.168.120.11 (192.1568..
[E2]
5]

user patagram pProtocol, Src Port: 3145 (31450, Dst Port: 53 (53D
pomain Mame System (guary)

Transaction ID: Ox355F
® Flags: Ox0L00 ¢standard query)

guestions: 1

Answer RRs: 0O

Authority RRs: O

additional rRRs: O

M aueries

Fiker: Iip.addr-- 192.168,120.11 &8 { dns) T  Expression... Clear Apply

Na. - *In‘l Source | [Destination Fiuuacl Info

205 11%2.168.120. 12 192 16B.120.11 ONS Standard quer A seruerl.mediaﬁher'lin.cm
206 1 162.1658.120.1 L168.120.12 DNS standard g G2,

[Time: 0.000912000 seconds]
Transaction ID: Ox355T7
& Flags: OxB3BO (Standard guery response, No error)
Questions: 1
Answer RRs: 1
agthority RRs: 1
additional res: O
El Queries
w serverl.mediasberlin.com: type A, class IN
Fl Answers
[ serverl.mediaSberlin.com: type A, Class IM, adder 192.168.120.171
=l Authoritative nameservers
w madiaSherlin.com: type WS, class INM, ns dnsl.mediasberlin.com

Wireshark displays the answer to the query as a “type A” answer, which contains the IP address for
server1.media5berlin.com. The Mitel unit then attempts to register itself to that IP address.

No. + Ti Source [ Destination [ Protocat |m
205 1192.168.120,12  192,168.120.11
206 1192.168.120.11 5

&\ p N .

208 1192.168.12 y1 g u‘lngs
209 1 192,158,120, 11 192,158,220, 12 Status: 401 unau‘:hnr‘lzed (0 bindings)

249 1192.168.120.12  192.168.120.11 SIP Request: REGISTER sip:serwerl.mediasberlin. com:S060
2501192.168.120.11  192.168.120.12 s1p status: 100 Trying (1 bindings)
251 1192.168.120.11  192.168.120.12 SIP Sratus: 200 OK (0 bindings)
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Type A Query to a SRV Record

In the following example, the Mitel unit administrator is told to use “mediaSberlin.com” as FQDN for

his registrar and proxy, but is unaware that he should use SRV for his DNS queries. Consequently
he does not configure his registrar and proxy ports to 0.

M ’T‘ - ®  Systern 8 Hatwork " POTS IiSID‘ L Talaphony
ediatrix” gy ... pe——

“ g
Registrar Host: i 55berlincormdS060
Proxy Host di aSberlincormeS06
Outbound Proxy Hosk:

Fiter: [{dns || sip) 8% p.addr == 192.168,120.30 -

Ezpression... Clear Apply

No. ‘]1m4 Source Destination me:ll Info =
2830 1 192.168.120.30 152.166.120.11 DNS
2832 1f 192.168,120.21 152.16B.120.30
3620 18 192 2. 168,120,121

ab2l 1t 192, AL 0 i

standard guery A Z.de.pool.ntp.org
srandacd gue ST ale L A= 108.253
standard guery & mediasber]in. com

410 YUETY e Uis e

= Quaerias -
= mediaiberlin.com: type a, class IN]
flame: madiasber [in, com
Type: A (Host addrass)
Class: IN COx00010
= authoritative nameserwvers
mediasher 19n. com: Typ.

IN, mname dnsl.mecdiaSber19n. com

The Wireshark capture shows no additional SRV query and no registration, why?

By specifying the SIP port to 5060, the unit makes a standard A query, and since media5berlin.com

is configured as a SRV record, no address is returned. The symptom will be a failed registration with
the message “Registrar Unreachable”.

H I iT! e " Systemn ®  Metwork @ POTS l| SIP |l Telephony - Call Ro
a G at N S Registrations Endpaints Authentication Transpre

-

Endpoints Registration Status

Endpoint User Name

Gateway Name Registrar
Phone-Faxi io0

rmediaSberlin,com:5060 Unreachable
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Type SRV Query

As previously stated, setting proxy and registrar ports to 0 will make the Mitel unit issue a DNS
request of type SRV.

in"-’-_"‘\. e B Spstern B Metwork B pOTS l| SIR |l Telephony L]
Mediatrix” g

Registrations Endpoints Authentication
-
5IP Default Servers
Registrar Host: rmediaSberlin, com:
Proxy Host: rmediaSberlin, com:
Qutbound Proxy Host: ]
Fiker: |ip.add'-—l92.lEB.Lm.1!&&[ dns ) *  Egpression.., Cear Apply
No. - ‘ih‘l Saurce | Deestination | Protocal | Info
329 1192.16B8.120.12 192.168.120.11 DNS standard query MAPTR mediaiber 19n. com
331 1192.168.120.11 192.168.120.12 DNS standard query response
7119 DNS Standard guery, SRV _s9

34 2,168.120.12
1. 1]

]

Additional RRs: 2
=1 Queries
= _5ip. _udp.mediasberlin.com: type SRY, class IN
nName: _sip._udp.mediasberlin. com
Type: Skv (Service lacation)
Class: IN {0x0D0O0L)
=l ANswers
= _sip._udp.mediasherlin.com: type sry, class In,| prioricy 1,|weight 100. Target sary
#® _sip. _udp.mediaSher1in.com: type srRv, class In,| priority 2,|weight 50, port 5060, target serve
=l authoritative nameservers
= mediaSberlin.com: type ws, class In, ns dnsl.mediafber1lin. com
= additional records
(= serverl.mediaSber1in. com: type &, class Iw, addr 192.168.120.11)
® serverz.mediaSber1in.com: Type A, class IN, addr 192.168.120.10

The response contains 2 available SIP servers with the FQDN, IP addresses, priorities, weight (for
equal priority) and SIP ports.

At the bottom of the window you can see “Additional records” with server1.media5berlin.com and
server2.mediaSberlin.com. Those are 2 valid type A FQDNs which are offered in the SRV response.
If you wished to do so, you could also explicitly enter those FQDNSs directly into your Mitel proxy
configuration field (as done in Scenario #1).

Please note that a NAPTR query is done before the SRV query. NAPTR is used to find Transport
method, UPD — TCP —TLS. The establishment of persistent (TLS) connections will not send NAPTR
since the transport is already known.

A NAPTR query is made if:

The host is not an IP address
And, the port is not explicity specified in the SIP URI (the port is not present or equal to 0)
And, the SIP URI does not contain a "maddr" with an IP address

And, the SIP URI does not specify explicity the transport (transport parameter)
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The Effects of Priority and Weight

In some rare cases you may have a SRV response where some servers are configured with equal
priority. In that case, the clients will use the weight values to determine which host to use. If the
weights are also identical, then 50% of the packets will go to host 1 and the rest to host 2 (in a 2
server scenario). In this example, both proxy1 and proxy2 have the same priority, but different
weights. 51% of the packets will go to proxy1 and 49% to proxy2.

This may cause an issue where the unit REGISTER is sent to host1 and, after the authentication
challenge is sent by the registrar, the answer is sent to host 2 as shown in these screenshots. The
initial REGISTER is sent to 192.168.120.11, and the response to the challenge sent to
192.168.120.10. If your hosts are not synchronized, you will get REGISTER or INVITE failures.

Filer: I(dns || sip) 8 ip.addr == 192.168.120.30 ¥  Expression... Clear Apply

Mo - ilmal Source | Destination I:‘mtnmll Info |ﬂ

5 5 Tandard Vi RV T 50 O DXy, 5

361 1C 192.168.120.30 152.168.120. 11 SIP Request: REGISTER sip: mecﬁasberhn com J
362 1€ 192.168.120.11 152.168.120.30 SIP Status: 100 Trying 1 bindings)
363 1¢ 192.168.120.11 192.168.120.30 SIP Status: 401 Unauthorized 0 bindings)

1 168.120.10 REQUEsT:! REGISTER sip:mediaSherlin.com
CMP Destination unreachable (:_F'IZII‘TZ Lnredchab
Request: REGISTER sip:mediasherlin.com
T65.120.10 1% 3 CMP_Destination unreachable (Port unreachab

Answer RRs: 2
authority RRs: 1
additional RRs: 2
= queries
_sip. _udp.mediasherlin. com: type srv, class IN

AT =
_sip. _udp.mediasherTin, com: type 3SRV, class IN, priority 1, weight 51, port 5060, target proxyl.mecdiashpr
= sw'p udp mediasherlin. com: type srRv, class IW, priority 1, weight 49, port 5060, target proxy2.mediaShpr

=) med'laSber"I'm com: type M5, class IN, ns dnsl.mediasherlin. com
= additional records
proxy2.mediaSberlin. com: type A, class IN, addr 152.168.120.10

proxyl.mediasherlin, com: type A, <class IN, addr 1%2.168.120.11 >
| | I
Filter: I(dnsl\ sip) B ip.addr == 192.168.120,30 ¥  Expression.. Clear Apply |
Mo, |mﬂ Source Destination I:‘rnmcnll Info ;I
S35 Tt 10/, 168, 120,11 132, 168.120.30 DN standard Y Tespons ] 080 prow/L imedasoar (. com SJ
.168.120.30 192.168.120. 11 SIF  REQUeST: REGISTER sip: mechasber'l-m com
D e E e s e e = o o e e SIP Status: 100 Trying (1 bindings)
263 1t 'IU 1a8 120 11 162 AR 120 30 SIP  Status: 401 Unauthorized (0 bindings)
i .168.120.30 192 168.120. 10 SIF Reguest: REGISTER sip:mediaSherlin. com
L ] i CMP Destination unreachable [ chab
579 1€ 192.168.120.30 192 168.120. 10 SIF Reguest: REGISTER sip:mediasherlin.com Ll
| I+
Answer RRs: 2 ﬂ
authority RRs: 1 -
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Additional Interop Variables

interopLockDnsSrvRecordPerCallEnable

+ DNS SRV implementation should imply a shared database between servers since a Register
and an INVITE can be sent to any server, not necessarily the same one;

* For those who do not share their database, this must be enabled, allowing INVITESs to be sent
to the same Registrar host, thus use the same SRV record

This variable can be used to get around the above-mentioned issue. Setting this variable to “enable”
makes the Mitel unit “stick” to the IP address associated with the initial Call-Id of the REGISTER or
INVITE.

interop TransmissionTimeout

If using DNS SRV and multiple entries are present, this value is the time spent waiting for answers
from each entry when one server is unreachable or unresponsive. The default value of this variable
is 32 seconds. It has a dramatic effect should a server time out, since a default 32 seconds delay
would be introduced at every call.

A maximum value of 2-3 seconds is recommended when using DNS SRV.

penaltyBoxEnable

* The penalty box feature is used when a given host address times out. When the address times
out, it is put into the penalty box for a given amount of time. During that time, the address in
question is considered as 'non-responding' for all requests.

penaltyBoxtime

* A‘“timed out” server is considered “not responding” for this amount of time;

» Can be seen as the time it will take to retry a server that failed to respond.
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